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Allow Dev Key = yes 
Manual Boot = no 
Enable Break = no 
 

1.3 2960X Fan-less switch 
IOS version: as specified in the LAN sheet. Below is an example: 

IOS File: c2960x-universalk9-tar.152-2.E.tar 

IOS File Directory: flash:/ c2960x-universalk9-tar.152-2.E/ c2960x-universalk9-tar.152-

2.E.bin 

 

 

2 4500X Switch hardware Installation and Configuration Procedures – 

Staging at the Warehouse 
 

2.1 4500X Switch Hardware Information 

1. Parts and Part Numbers 

Parts Part Numbers 

Base systems WS-C4500X-16SFP+  OR 

WS-C4500X-32SFP+ 

Expansion Module  

 
C4KX-NM-8SFP+ 

Optics SFP-10G-SR= : (For multimode connections to local 

campus switches) 

SFP-10G-LR: (For single mode connections to the 

GAATN metro fiber network) 

Note: 10G SFP+ Twinax cables 
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2.5 Load Startup Configuration and Configure the Switch  

 

Note:  

 There will be TWO customized configuration files is provided by AISD.  

 The first one is a pre-config file consisting of a few commands that are intended to be copy-

and-pasted directly from that file into the switch in global configuration mode. This pre-

config file prepares the switch to be configured from the master config file.  

 The other one is the master configuration file, it will be copied to the startup configuration 

of the switch via USB flash or TFTP. 
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1) After rebooting, within the global configuration on the Cat4500X, store the AISD Asset 

Tag number in the “snmp contact” field:  

XYZc4X01(config)# snmp-server contact [#AssetTag#] 

2) On the Cat4500X, copy the running configuration to startup configuration. 

2.6 4500X switch staging at warehouse completed - Unofficial Checklist 
 

The below table is an Unofficial Checklist, to be performed after staged at warehouse 

 

Action Command  Verification OK? 

Check hardware 

configuration 

show module Ensure that appropriate modules are all in 

correct slots, and all show “Status: OK” 

 

Check for POST failures show log Ensure that no hardware failures are 

reported 

 

Check IOS show version boot image should be on slot0 and 

bootblash. 

 

Check that pre-config 

file was copied and 

pasted successfully 

show vtp status 

show vlan 

 

show crypto key 

mypubkey rsa 

VTP domain should be set, mode should 

be transparent, VLANs in the 300s, 501 

and 600s should be configured 

A crypto key should be displayed in the 

output 

 

Check that master 

config file was copied 

successfully

succsucc
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2.8 Test and verify the correct power cord connection of the 4500X 
Unplug one of the power cords, then check the switch with the following command, make sure 

the command output has indicate the DOWN power supply with a Status BAD 

188c4X01#sh env | be Power 
Power Fan Inline 
Supply  Model No
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8) “Show switch
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 The other one is the master configuration file, it will be copied to the startup configuration 

of the switch via USB flash or TFTP. Don’t copy-and-paste the master config to the 

switch! 
 

A. Copy the appropriate pre-config file to the switch stack 

1) Load the appropriate pre-config file titled <switch-num><closet>38<num>_pre.cfg 

(e.g. 252A3801_pre.cfg) into a text editor. 

2) Select all the text in the file and copy it to the clipboard 

3) Enter enable mode on the switch and paste the clipboard contents in. This will set up the 

switch member priorities, vtp information, and create a crypto key. 

 

B. Load the master configuration files to start-up configuration of the switch stack 

c. Via USB flash – recommended method 

1) Copy the master configuration file to your USB flash. 

2) Insert the USB flash to the Active Switch Member USB port 

3) After console in the switch stack, check the directory name of the flash, and copy the 

master configuration file of the flash directory to the start-up configuration. Below is an 

example of the USB directory usbflash0: and the master configuration file is 

252A3801.cfg 

 



13 
 

13 
Installation and Configuration Guide, Version 05, 2/17/2015 

(1) While the stack is powered off, install the C3850-NM-2-10G switch modules in the first 

and last switch in the stack. These should have been tagged/identified earlier in an 

earlier step. However, don’t install the little SFP modules yet…wait until the switches 

reach the campus, as the SFPs are easy to damage in transit. 

(2) Power the whole Switch Stack back on by reconnecting all the power cables 

(3) Switch labeling: While the stack is booting up, label each of the switches as xyzA38mn-

N, where “N” is the switch member number of the stack, and “xyzA38mn” is the 

hostname for the stack. See AISD Label standard for detail. The switch numbers should 

have been tagged/identified earlier in an earlier step. 

(4) Asset tag placement: according to AISD specs. 

(5) Label the power cables according to AISD specs. 

(6) After the switch stack is back online, it should be fully configured, and there should be 

no need to remove any parts of the configuration.  

(7) Start a new console session. Within the global configuration on the Cat3850, store the 

AISD Asset Tag number in the “snmp contact” field:  

XYZA3801(config)# snmp-server contact [#1-AssetTag,2-AssetTag…6-AssetTag,#] 

List all the switch member asset tag numbers to [#1-AssetTag,2-AssetTag…6-

AssetTag,#].eg, a stack has two members, switch 1 asset tag is 4646464, switch 2 asset 

tag is 5757575,  the command will be snmp-server contact 1-4646464,2-5757575 

 

(8) Copy the running configuration to startup configuration: 

“copy run start” <or> “wr mem”  

 

4.3 Cat38XX switch staging at warehouse completed - Unofficial Checklist 

(official checklist is performed and captured at Campus) 

Action Command  Verification OK? 

Check hardware 

configuration 
Show switch detail Ensure that all appropriate switches are 

present, and all stack ports show “Status: 

OK” 

 

Check for POST failures show log Ensure that no hardware failures are reported  

Check IOS – INSTALL 

MODE 
1) show version 

2) sh ver | inc 

INSTALL 

3) show boot system 

 IOS version should be the same as stated 

in the LAN install sheet. 
 Image is installed with “INSTALL” 

mode. 

 System image file is 

"flash:packages.conf" 

 

Check that pre-config 

file was copied and 

pasted successfully 

1) show vtp status 

2) show vlan 

3) show crypto key 

mypubkey rsa 

 VTP domain should be set, mode should 

be transparent, VLANs in the 300s, 501 

and 600s should be configured 
 
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According to AISD WAN Network Labeling Standard.docx 

 

4. Load Startup Configuration and Configure the Switch  

Note:  

 There will be TWO customized configuration files is provided by AISD.  

 The first one is a pre-config file consisting of a few commands that are intended to be copy-

and-
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