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2.2 Assemble, install and label

1) Install and secure Line Card modules and power supplies to the chassis according to design.
Note that the switch will have dual power supplies (PS).

2) DO NOT insert the Optics yet; these parts are easy to damage in transit, and should only be
installed after the hardware has been racked and installed at the school campus.

3) Switch labeling: label the switch as xyzc4X01, where Xyz is the campus number.

4) Asset tag placement: according to AISD WAN Network Labeling Standard.

5) Power cable labeling according to AISD WAN Network Labeling Standard.

2.3 Power on and check the switch
1) Check and verify the switch power-on self-test (POST) is successful.
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The first one is a pre-config file consisting of a few commands that are intended to be copy-
and-pasted directly from that file into the switch in global configuration mode. This pre-
config file prepares the switch to be configured from the master config file.

The other one is the master configuration file, it will be copied to the startup configuration
of the switch via USB flash or TFTP. Don’t copy-and-paste the master config to the
switch!

A. Copy the appropriate pre-config file to the switch
1) Load the appropriate pre-config file titled <switch-num>c4X01
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Optical Receive Power > -6dBm

NOTE: If you need to start over from scratch and reload a completely new configuration on a
Cat45XX, the following commands may be used to thoroughly delete the current configuration
and return to factory defaults.

Switch# erase startup-config I' Will not erase VTP/VLAN info, SNMP ifindexes, or
crypto.

See below.

Switch# erase cat4000_flash: I Removes the VLAN.DAT file to delete all VTP and VLAN
info

Switch# delete nvram: ifindex-table.gz I Removes all SNMP iflndexes — important if

you’ve added and removed line cards

Switch(config)#crypto key zeroize rsa <switch hostname>-rsakey I Erases crypto key
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4 3850 Switch Hardware Installation and Configuration Guideline

4.1 3850 Switch Hardware Information
Switch model: WS-C3850-48P-S
Switch power Supply: PWR-C1-715WAC=
Switch module: C3850-NM-2-10G

Catalyst 3850 Stack Power cable type:
1) CAB-SPWR-30CM: 0.3 meter
2) CAB-SPWR-150CM: 1.5 meter

Catalyst 3850 Stack Data cable type:
1) STACK-T1-50CM: 0.3 meter
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9) Check all the switch LED indicators and make sure there are no abnormal conditions.

10) Check the number of each switch by pressing the fimodeo button on the front of each
switch. Pressing the iModeo button will cycle through the display modes of the LEDs.
When you select the iISTACKO mode, one of the first few link lights (1 T 6) on each
switch will illuminate, indicating the stack number that is assigned to each switch.

11) After checking the number on the switches, renumber them as appropriate such that the
first switch (top) in the stack (with the network module) is numbered 1 and last switch
(bottom, also with a network module) is numbered with the highest number in the stack.
For example, in a stack of four switches the highest-numbered switch in the stack (which
also has the other 10G module) should be numbered 4.

Switch# show switch
Switch# switch <current-number> renumber <new-number>

Note: After the above command is entered, the numbers will NOT change until after a
reboot. However, you can save time by not rebooting yet.

12) After the switches have been renumbered, but before rebooting, set the stack priority for
the top switch in the stack to 100, and set the stack priority for the bottom switch in the
stack to 90 with the following command. Remember that the switch numbers have not
been renumbered, so continue using the old numbers:

Switch# switch <current-number-of-top-switch> priority 10
Switch# switch <current-number-of-bottom-switch> priority 9
Switch# write

13) Label or tag each switch according to the switch number learned in the previous step. You
may not wish to apply the final label to the first and last switch yet, since the C3850-NM-
2-10G modules are not yet installed, and the label will end up being affixed to the bezel
of those modules.
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1) Load the appropriate pre-config file titled <switch-num><closet>38<num>_pre.cfg

(e.g. 252A3801_pre.cfg) into a text editor.
2) Select all the text in the file and copy it to the clipboard
3) Enter enable mode on the switch and paste the clipboard contents in. This will set up the

switch member priorities, vtp information, and create a crypto key.
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4.4 Installation and Configuration at the School C
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AISD Whatsup Gold
Active Monitor Name
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mailto:wananalysts@austinisd.org

Action

Check

Connectivity Testing
(Wireless)

Set your laptop to connect to AISD wireless
network guest. Verify that the laptop gets a
DHCP address, and can access the network via
wireless.
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Table 1: Data Stack Cabling and Power Stack Cabling and Power Supply Configurations - AISD Design

Number of | Command Output of Data Stack Cabling and Power | Power Supply
Swithina “show switch neighbors” Stack Cabling Configurations

stack — Data stack port connection

1 switch NA NA Two PSs on switch 1

2 switches in a
Data Stack

xyzA38mn #sh switch neighbors
Switch #Port 1 Port 2

211

XxyzA3701-1
St Part 1 St Port 2

XyzA3701-2

One PS on switch 1
Two PSs on switch 2

3 switches ina
Data Stack

4 switches in a
Data Stack

xyzA38mn #sh switch neighbors
Switch #Port 1 Port 2

xyzA38mn #sh switch neighbors
Switch #Port 1 Port 2

XxyzA3701-1
stpor2

ps1 ;
g xyzA3701-2 H

XxyzA3701-3
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5 2960X Fan-less Portable Switch Hardware Installation and
Configuration Guideline

5.1 2960X Switch Hardware Information

WS-C2960X-24PSQ-L
1) Port Gi0/1 T 8 are PoE ports, the first two ports will
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3) Enter configuration mode on the switch and paste the clipboard contents in. This will
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Action Command Verification OK?
Check that master Show ip int brief | There should be one management IP
config file was copied interface set up on VLAN 501, with the
successfully via TFTP correct IP address set
Show int status | Configured uplink switchports should
have correct descriptions. User access
ports should be defaulted to VLAN 305.
Show ip default- | There should be one default gateway
gateway configured
Asset tag set show snmp Should be set to AISD Asset Tag
contact number(s)
Configuration is saved | copy run start Save it once more to be sure
<0or>
wWr mem

5.3 Installation and configuration at the School Campus

1) Port assignment and Patch
Gi0/1-2: for Access ports
Gi0/3-4: for devices requires PoE power.
Gi0/9-24: for end user equipment without PoE
Gi0/27: for Active fiber uplink to 4500X switch.

2) Verify that the fiber link will come up before mounting the switch.

Poo0 o

f.

There may be issues with the links from the portables.

Connect the uplink cable to switch port Gi0/27

If the link comes up, make a console connection, ping the 4500X

Connect to an access port and verify internet access is working.

From the 4500X console, check this link for interface errors which may indicate link
problems.

If the link does not come up, use the LX/LH optics with mode conditioning patch
cables to make the link. Then repeat steps c-e.

3) Mount the switch to the portable classroom location according to AISD Guideline.
4) Connect the uplink cable to switch port Gi0/27

5) Set
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For Cisco AP:
(config)# default interface g0/2
21) (config)# int g0/2
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NOTE: If you need to start over from scratch and reload a completely new configuration on a Cat3850
or 2960, the following commands may be used to thoroughly delete the current configuration and
return to factory defaults.

Switch# erase startup-config I Will not erase VTP/VLAN info, or crypto. See below.
Switch# delete flash:vlan.dat I Removes the VLAN.DAT file to delete all VTP and VLAN info
Switch(config)#crypto key zeroize rsa <switch hostname>-rsakey I Erases crypto key

6 Credentials for Contractor

SSH credentials:
Username:your ACS user name
Password: your ACS password

Device credentials:
Enable password: cisco
Console password: cisco
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